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ASD:Suite verification is model verification using the ASD:Suite. Using the ASD:Suite you prove the correctness and completeness
of your design or interface models. Readers of this guide should be familiar with Sequence Based Specifications (SBS) and should
know how to create ASD models using the ASD:Suite ModelBuilder. This information can be found in the "ASD:Suite User Manual”.

This guide is a reference for ASD:Suite users on how to verify ASD models using the ASD:Suite, how to interpret the results, and how
to fix any problems found.

The main verification concepts are outlined in "ASD:Suite verification concepts".
The performed checks are introduced in "What is verified?".

In the "Guidelines for verification" section you find guidelines for using the Visual Verification feature of the ASD:Suite
ModelBuilder, while in "Guidelines for reducing verification time" you find guidelines to reduce the verification time.
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ASD:Suite verification concepts

The ASD:Suite is used to detect errors in interface models and design models. Removing these errors ensures that the generated
code works and that the resulting system has certain desirable properties, such as deadlock-freedom. See "What is verified?" for
an explanation of the properties that are checked .

The following figure shows the AlarmSystem component, which implements the AlarmSystem service and uses the Sensor and
Siren services. The blue rectangle represents an instance of the AlarmSystem component specified by the ASD Design Model
called AlarmSystem.dm. The grey rectangles represent one or more instances of components implementing the Siren and the
Sensor attached to the system. The orange oval shapes represent services each of which is specified by an ASD Interface Model.

AlarmSystem.dm
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Sensor.im
L

An Alarm system
Two types of verification can be performed:

o Verification of interface models;
o Verification of design models, including the referenced interface models.

The following figure shows the verification scope for the AlarmSystem design:
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Verification scope for a design model

Verifying a design model on its own together with its referenced interface models ensures that the behaviour specification is
complete and the respective component behaves correctly in its environment according to the specified behaviour. This
approach, called compositional verification, makes the ASD:Suite scalable with respect to large software systems; verifying
each component individually ensures correctness of the entire system.

The following figure shows the compositional verification with emphasis on the verification scope for each component:
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Compositional verification

When all models in a system are verified, the resulting complete system is guaranteed to have the correctness properties which
are described in "What is verified?".

Assumptions
The following list contains the assumptions on which verification using the ASD:Suite is based:

o Foreign components specified as used components behave according to their service specifications. When verifying a component using
the ASD:Suite only knowledge about the used services is required.

o Foreign components which are clients of the verified component observe the "non-blocking notification” rule. The foreign component is a

client of the verified component and is responsible for correct handling of the received notifications such that they do not cause
blocking at runtime.

Limitations

ASD:Suite verification focuses on verifying properties that are hard for humans to verify. These properties mainly concern ordering
of events, asynchronous behaviour, deadlock and livelock. See "What is verified?" for a brief description of these properties. The
list below gives an indication on what is not checked:

o Anything not specified in a model: Only what is specified in the model is checked. This means that system wide deadlocks caused by
resource allocation contention or similar causes are not detected by verification using the ASD:Suite.

o Dependency on data: Verification using the ASD:Suite is data independent. This is caused by the fact that only sequence of events are
checked and the data carried by the parameters specified for events defined in the ASD model is not considered. Data correctness is
usually very domain-specific and is very time-consuming to check. Given the all-purpose nature of the ASD:Suite, data correctness
checks are therefore not done.

The only exception are the data variables, that are used to pass on data within an ASD component, across rule-cases. They are checked
for having a proper value at the moment when they are read.

o Timing properties: In so-called "hard" real-time systems, timing properties are also correctness properties; a real-time system that fails
to meet its deadlines is not correct. The ASD:Suite cannot be used to verify the correctness of timing properties in real-time systems.
Arrival rates and service times can be approximated in interface models by notification event yoking, leaving to you the responsibility
of reflecting the real runtime behaviour. See "Yoking Notification Events" for details about yoking.
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What is verified?

Components developed with the ASD:Suite ModelBuilder can be verified to ensure that:

o Interface and design models are complete and well formed.

This ensures that every possible scenario is considered and covered in the models and that all models are free from errors such as
range errors, livelocks and deadlocks, that design models are deterministic and that data variables are used properly in the design
model.

o The design complies with the service specifications of components it uses.
This means that the design never sends any trigger to a used component unless that used component is in such a state that the
trigger is legal and that the design is willing to accept every notification and reply event received from the used component
whenever, according to its service specification, the used component is allowed to send it.

o The design together with all of its used components complies with the implemented service specification.

This means that all behaviour required by the service specification is implemented by the design and all behaviour implemented by
the design is allowed by the service specification.
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Deadlock-freedom

A deadlock is a situation where none of the components in a system can make progress; nothing can happen and the system simply
does not respond. This commonly occurs when two components each require an action from the other before they can perform any
further action themselves. Another common cause is when a component is waiting for some external event which fails to occur.

The following Sequence Based Specifications (SBS) show a simple example of a deadlock: on rule case 13 in the design model SBS,
the Alarm system sends a 'Deactivate’ event to the Sensor, after which it waits in the 'Deactivating' state for the Sensor to send the
'Deactivated’ notification. However in the Sensor interface model, the Sensor never sends the 'Deactivated' notification in reaction
to the 'Deactivate’ event in rule case 10 in the interface model SBS. Now both Alarmsystem design and Sensor interface are waiting
for each other and cannot proceed, hence the deadlock situation.

Interface Event Guard Actions State Variable Updates Target State
9 Activated Idle
MaidReplhy;

13 & TiSyste 1 SwitchOff ol Deactivate Deactivating

& ystern_C8 Tripped

o Artivated_Tripped

14 LB DetectedMovement

22 senzar CH DetectedMovement NoOp Deactivating
Alarm system design model: 23 WindowSansorSens B Deactivated a B SwitchedOff MotActivatad
Interface Event Guard Actions State Variable Updates Target State
7 Activated
10 1Sensor_API Deactivate or_APLVoidReply Deactivated
Sensor interface model: 11 ISensor_INT Detected _(CB.DetectedMovement Triggered

SBS showing a deadlock in a system

In general, deadlocks can be hard to find, because the entire system needs to be reviewed to discover them and freedom from
deadlocks is a property of the system as a whole. For example, component A might be waiting for B which is waiting for C while C is
waiting for A. ASD ensures that this never happens in the following way:

o Each component by itself can be verified as being deadlock free;

o Components built using the ModelBuilder can only be composed in ways that have been proven not to cause deadlock.

Note: The ASD:Suite can only verify what it knows; therefore, e.g. handwritten code or resource allocation schemes can still cause
deadlocks.
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Livelock-freedom

A component is said to be livelocked when it is permanently busy with internal behaviour but ceases to serve its clients. For
example, due to a design error such that the design is constantly interacting with its used components and starving the client; or due
to the arrival rate of unconstrained external events such that processing them starves the client. As seen from the outside of a
component, this appears very similar to deadlock. The difference is that a deadlocked component does nothing at all whereas a
livelocked component might be performing lots of actions, but none of them are visible to the component's clients.

The most common cause of a livelock in an ASD Interface Model is the incorrect use of modelling events. The simplest case of a
livelock is the specification of NoOp as action to a modelling event together with a transition to a state where the only possible
operation is a transition to the originating state on a rule case having a modelling event as trigger and NoOp as action. It considers
the modelled event to occur so often that the outside world no longer gets the chance to interact with the system. The following
figure shows an example of such a livelock.

Interface Event Guard Actions State Variable Updates Target State
19 Triggered
22 ISensor_API Deactivate 1Sensor_APLVoidReply Deactivating
23 ISensor_INT Detected NaOp Triggered

Livelock in interface model
The ASD:ModelBuilder will detect this and will raise a conflict for this type of livelock.

The most common cause of a livelock in an ASD Design Model is a looping interaction with a used component. In the example shown
in the following figure the design triggers an action in a used component that results in a synchronous reply event being sent back to
the design, which in turn triggers the same action in the used component again.

Interface Event Guard Actions State Variable Updates Target State
1 NotActivated (initial state)
4 [AlarmSyste SwitchOn+ SensorlSensorActivate+ Activating
11 Activating (synchronous return state)
16 Senso 0 oK 1.0k Activated_Idle
17 SensorISenso Failed sorActivate+ Activating

Livelock in design model - SBS of the design model

The following figure shows the SBS of the interface model of the used service. The rule in the design that processes the reply event
(rule case number 17 in the previous figure) triggers the same action again in the used component and remains in the current state.
The result is an endless cycle of processing reply events while the Client remains starved.

Interface Event Guard Actions State Variable Updates Target State
1 Deactivated (initial state)
3 Isenso Activate+ ISensorOK Activated
4 15 Activate+ ISensorFailed Deactivated

Livelock in design model - SBS of the used service interface model

© 2014 Verum Software Tools BV All rights reserved

http://community.verum.com/documentation/verificatio...ide_pdf.aspx/9.2.7/what_is_verified/livelock_freedom [08/05/2014 14:04:38]


http://www.verum.com/
http://www.verum.com/product.aspx
http://www.verum.com/technology.aspx
http://community.verum.com/default.aspx
http://www.verum.com/training.aspx
http://www.verum.com/purchase.aspx
http://www.verum.com/company.aspx
http://community.verum.com/docs/verification_guide/9.2.7/img/image006.png
http://community.verum.com/docs/verification_guide/9.2.7/img/image007.png
http://community.verum.com/docs/verification_guide/9.2.7/img/image008.png
http://community.verum.com/help/terms.aspx
http://www.verum.com/help/privacy-policy.aspx

ASD Suite Visual Verification Guide

Technology Resources Purchase Company

Guard completeness

Aguard on arule case is a precondition in the form of a Boolean expression. When a guard evaluates to "true", the corresponding
rule case is enabled; when it evaluates to "false", the corresponding rule case is disabled. A rule case without a guard is
semantically equivalent to one with a constant guard expression "true".

Itis a required that every rule in an ASD Interface Model has at least one enabled rule case unless the trigger is a modelling event,
in which case it is allowed to have zero enabled rule cases. It is required that every rule in an ASD Design Model has exactly one
enabled rule case. Therefore, except in the case of modelling event rules in interface models, the guards on all rule cases of a given
rule in a given state must account for all possible values of the associated state variables that can actually occur in that state.
Otherwise, all rule cases would be disabled and this is not allowed.

The following figure shows an ASD model with guards. The model represents a shower; when the temperature is more than 20 then
the user can make it colder, and when the temperature is below 30 then it can be made hotter.

Interface Event Guard Actions State Variable Updates Target State
1 InitialState (initial state)
3 MakeColder  Temperature > 20 VoidReply Temperature=Temperature-5 InitialState
4 MakeColder Temperature <= 20 Illegal -
5 MakeHotter  Temperature < 30 VoidReply Temperature=Temperature+5 InitialState
6 MakeHotter  Temperature > 35 Illegal -

Guard completeness failure

There is no problem for the MakeColder event: all cases are specified. However, the MakeHotter event is not handled in all cases.
For example, when the temperature is between 30 and 35, no behaviour is specified. This is no problem if the system is started with
a temperature that is below 30 and is a multiple of 5; then it could never rise above 30 again. However, if the initial temperature is
above 30 degrees, then the problem occurs. Depending on the initial temperature, the error will be flagged during verification.
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Absence of illegal behaviour

In software systems, one has to adhere to the specification of used libraries. Similarly, an ASD Design should make proper use of
its used components and adhere to their service specifications. Consider component AlarmSystem which uses a Siren service.
According to the Siren service specification it is allowed to alternately turn on and off a siren. If the AlarmSystem now tries to turn
on the siren while it is already on, it is performing an illegal behaviour.

© 2014 Verum Software Tools BV All rights reserved

http://community.verum.com/documentation/verification_guide_pdf.aspx/9.2.7/what_is_verified/absence_illegal [08/05/2014 14:04:45]


http://www.verum.com/
http://www.verum.com/product.aspx
http://www.verum.com/technology.aspx
http://community.verum.com/default.aspx
http://www.verum.com/training.aspx
http://www.verum.com/purchase.aspx
http://www.verum.com/company.aspx
http://community.verum.com/help/terms.aspx
http://www.verum.com/help/privacy-policy.aspx

ASD Suite Visual Verification Guide

Product Technology Resources Training Purchase Company

Absence of range violation errors for state variables and used service references

When you define a state variable, Integer or Used Service Reference type, you must specify a range for the expected values. This
is similar to having limited-size variables in a software program. Additionally, when you define a Used Service Reference you

must specify a cardinality for it, i.e. you define a validity range for the reference. During verification using the ASD:Suite, it is
checked that these ranges are not exceeded.
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Absence of state invariant violations

A state invariant is a precondition that must always evaluate to true whenever the component enters in the corresponding state;
if omitted, this is equivalent to a state invariant with the constant value "true". In an ASD model, you can specify a state invariant

per state. During verification every transition into a state, including self transitions, causes the state invariant to be evaluated. If
there are any circumstances where it evaluates to false this is detected and signalled as an error.
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Absence of reply event errors

Each occurrence of a call event should have exactly one matching reply event (being VoidReply or a valued reply event). This is
verified if you verify your model using the ASD:Suite.
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Determinism

All ASD Design Models are required to be deterministic. The most common cause of non-determinism in a design model is
overlapping guards. That is, guards are specified within a single rule such that more than one of them can evaluate to true at the
same time. In this case, there is no defined deterministic choice between the competing rule cases.

Note that interface models are allowed to be nondeterministic. This is because an interface model is an abstraction of all possible
compliant designs that could implement it. An interface model specifies all possible outcomes without revealing any detalils as to
how the given implementation actually resolves its choice between outcomes at runtime.
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Absence of queue overflow errors

An ASD Design Model which has used components with notification interfaces also has a queue where notification events are
stored before they are processed. During verification it is checked that that this queue does not overflow, i.e. that it remains non-
blocking. You can set the queue size for each design model. See "Preparing an ASD model for verification" for details on how to set
the queue size.
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Compliance of the implementation with the specification

In general, software systems are first specified and then implemented. The implementation must comply with the specification. There
is usually more than one way to implement a specification. ASD has a similar concept: a component (design model) implements a
service (interface model). The verification using the ASD:Suite assures interface compliance.
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Data Variables

Data variables are used to remember argument values across rule cases (for a more detailed description of the use of data variables
see the Parameter Usage and the Data Variables sections of the User Manual). The Model Verification checks the correct use of

the Data Values, i.e. whether a data variable is valid before it is used.
A data variable is read when its value is passed on to another component (client or server) via:

o an [in] or [inout] parameter on an action event
o an [out] or [inout] parameter on a trigger event

A data variable is written when it receives a value from another component or when it is explicitly initialised or invalidated via:

an [in] or [inout] parameter on a trigger event

an [out] or [inout] parameter on an action event

an explicit Initialise event that makes the data variable valid (i.e. it gets a useful value)

an explicit Invalidate event that makes the data variable invalid (e.g. to prevent using old data that is no longer relevant)
an Auto-Initialise property that ensures the data variable is given an initial value upon construction of the variable

an Auto-Invalidate property that ensures that a data variable is invalidated at the end of each action sequence, which is that the
state transition to a normal state (e.g. to prevent using old data that is no longer relevant)

0 0o 0o 0 o0 o0

Note: the explicit Initialise / Invalidate and the Auto-Initialise and Auto-Invalidate events are currently for verification purposes only.
They have no effect in the generated code at runtime. The purpose of the data variable verification is to check that data variables are
never read when they do not have a proper value. The Initalise and Invalidate events are merely an aid for the verification.

The model verification engine will make sure that all data variables have a proper value at the moment that they are read. This
can prevent a number of problems, amongst which:

o runtime errors caused by uninitialised data variables that otherwise would take a lot of effort debugging.

o data 'leaking’ from one action sequence to another, where a data variable unintendedly has retained a value from a previous
action sequence.

In addition it verifies the data invariants, with which one can make sure that in a particular state a data variable is always valid
or invalid.

For information on how to use data invariants, see the Invariants section in the user manual.
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Guidelines for verification

Preparing an ASD model for verification

Even though by default every ASD model is prepared for verification, there are cases when the default configuration settings are
not sufficient. For example, the default size of the queue can be too small.

These are the steps for changing the configuration settings to verify a design model:

1. Load the design model in the ASD:Suite ModelBuilder.

2. Specify a desired size for the notification event queue. This represents the number of notification events which can be stored in the
queue that is located between the component and the used services.

o Select the "Properties” menu item in the context menu obtained when pressing the right mouse button having the design
model selected.

o Click the "Verification™" item in the Properties dialog.

Properties of AlarmSystem | |B_:hj
G‘?”e’a.' Evant queua
Verification 5 S T
' {ri:H ¥
: Code Generation
Ok | Cancel

The Verification Properties dialog

Note:
o The maximum size for the queue can be 99.
o High values will increase verification time.
o Low values might cause the reporting of queue size violation.
o Click on the "OK" or "Cancel" button to close the "Properties"” dialog.

3. Specify the number of counter examples. For each failed check, you get at least one example of a sequence of events that leads to
the error situation. The default number of counter-examples per check is 1. You can set a different value, to a maximum of 25, by
selecting the "Model Verification" item in the Options dialog window.

o Select the "Tools -> Options" menu item to open the Options dialog.
o Select the "Model Verification" item (see next figure).

A options
Appearance Output
Model Merification =
-_ T Number of examples: 1 =
File Associations
Display internal states: W
Bring Verification Results window to front when verificaion starts:
| oK | caneel

The "Model Verification" tab in the Options dialog

o Specify the desired number.
Note: There might not be as many counter-examples as specified, in which case you get less.

4. If you would like to receive an indication about the complexity of your model, check-mark the check-box next to the "Display internal
states" text shown in the previous figure. The status of the respective check-box, i.e. checked or not, enables, or respectively
disables the showing of verified internal states in the "Verification Results" window. The number of verified internal states is a good
approximation of the number of verified executions scenarios.

See "Start verification" for details about starting verification.
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Start verification

The easiest way to start verification is to press F5 after you load an ASD model in the ASD:Suite. This will send the opened model(s)
to the ASD Server where they are analyzed to see which checks can be performed. When the analysis is done the list of checks is

shown in the "Select Checks" dialog.
D Select Checks e

Verify the following correctness properties:

4 [¥] Checks:
4 /] [& AlarmSystem
[¥| Modelling Error check
[¥] Livelock check
[¥] Deadlock check
4 [V] [@ Sensor
[¥ Modelling Error check
[ Livelock check
[ Deadlock check
/| < Siren
Modelling Error check

Livelock check

Deadlock check

| AlarmSystem
Deterministic check
Modelling Error check
Deadlock check

Interface Compliance check
[ Relaxed Livelock check

[ Data Variable check

b
<

5

IR EEE

ESh

Counter examples: 1 _3

Ok H Cancel

The Select Checks dialog for design models

Note: See "The Select Checks dialog - select and run checks" for details about the Select Checks dialog and the next steps in verification.
These are the alternatives to open the "Select Checks" dialog, i.e. to start verification:
o Select the "Verification -> Verify..." menu item, or
o Press the "Verify" button on the application toolbar, or
o Select the "Verify..." item in the context menu obtained when clicking with the right mouse button on the ASD model in the
"Model Explorer" window

Clicking the OK button in the "Select Checks" dialog starts the verification. See "The verification user interface" for details.

Note:
o A model must pass the conflicts check ("Tools -> Check Conflicts") before it can be verified.

o Ifthe code generator version is not specified in the model properties of the to-be-verified model(s) the "Verify" dialog is shown:
= 4

Verify

Please select a language and version.

Code generator

Language: [ T

Version: | =

[] save settings DK

The "Verify" dialog

Note:

o Inorder to ensure that the verified runtime semantics are exactly the same as those of the generated code, the ASD:Suite ModelBuilder
will ask you to supply both a target source code language and version. This will make sure that both the verification and the subsequent
code generation will be performed with exactly the same ASD semantics. For an example see the next dialog:
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[ D verify =)

Please select a language and version.

Code generator

Language: |C++ - ‘

Version: |9.1,U X
[ save settings | oK | | Cancel |
e =)

Selected target language and code generator version

Note: In case you check-mark the "Save Settings" checkbox the specified settings are saved in the ASD model and will be considered as
the default settings for future verifications and code generations using the respective ASD model.
o Verification will start when you click the OK button

Additionally, you can perform all possible checks without using the Select Checks dialog. These are the alternatives to perform
all checks:

o Press Ctrl+F5, or
o Select the "Verification -> Verify All" menu item, or
o Press the "Verify All" button on the application toolbar

These are the alternatives to re-run the set of checks which you have run for the open model(s) in the current ASD:Suite session:

o Press Ctrl+Shift+F5, or
o Select the "Verification -> Verify Again™ menu item, or
o Press the "Verify Again" button on the application toolbar
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The verification user interface

The Select Checks dialog - select and run checks
The following figure shows the Select Checks dialog for verification of interface models,

[ setect checks )

Verify the following correctness properties:

4 [¥] Checks:
4 V| @ Sensor
[¥| Modelling Error check
[¥] Livelock check

[¥ Deadlock check

[

Counter examples: I

Ok [ Cancel

The Select Checks dialog for interface models

while the next figure shows the Select Checks dialog for design models:

[ 88 setect checks e

Verify the following correctness properties:

4 [¥] Checks:
4 /] [& AlarmSystem
[¥| Modelling Error check
[¥ Livelock check
[¥ Deadlock check
4 [7] [@ Sensor
[¥ Modelling Error check
|¥! Livelock check
[ Deadlock check
4 [V][@ Siren
[¥! Modelling Error check
[# Livelock check
[¥ Deadlock check
4 [/] € AlarmSystem
[ Deterministic check
[¥] Modelling Error check
[¥ Deadlock check
[V Interface Compliance check
[¥ Relaxed Livelock check
[ Data Variable check

-

Counter examples: 1 |5

Ok H Cancel

The Select Checks dialog for design models
The following list contains a brief description for the checks shown in interface model checks:

o Modelling Error check: this is a check which ensures verification of the following:
o Guard completeness
o Absence of illegal behaviour
o Absence of range violation errors for state variables
o Absence of state invariant violations
o Absence of queue size violation
o Misplacing of reply events
o Livelock check: This check ensures verification for absence of livelocks.

o Deadlock check: This check ensures verification for absence of deadlocks.

The following list contains a brief description of the checks shown in design model checks not shown in interface model checks:

o Deterministic check: This check ensures verification for absence of non-determinism in your design model.
o Interface Compliance check: This check ensures verification of implementation adherence to specification.

o Relaxed Livelock check: The livelock check for design models is relaxed in the sense that a number of livelocks that in an actual system
will never result in an unresponsive system are not flagged as an error during model verification. Some examples of these are:
o anunused interface with events that do not result in a state transition in the used interface model
© spontaneous notification events on a used interface that do not result in a state transition in the design model

o Data Variable check: This check ensures verification of correct use of data variables and data invariants. Note: this check is only visible
if data variables are defined and used in the design model.
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Note: See "What is verified?" for details about what is verified.

The recommended order of running the checks is from top to bottom. Checks lower in the list may not have meaning or are invalid if
a previous check fails. The following list contains a brief description of several dependencies between checks:

o All checks on interface models and the determinism check on the component design model are independent of each other in the
following sense: the failure of one or more of these assertions does not invalidate the successful results of the others.

o All checks for the design model are meaningful only when all the checks on interface models have succeeded.

o The "Modelling Error check" for a design model is only meaningful when all checks on interface models and the "Determinism" check
succeed.

Clicking the OK button in the "Select Checks" dialog runs the selected checks. See "The "Verification Results" window and
the verification progress bar" for details about verification progress indication and displaying of results.
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The "Verification Results” window and the verification progress bar

The progress of running a set of checks and the status information is shown in the "Verification Results" window and in the
verification progress bar in the status bar of the ASD:Suite ModelBuilder.

The following figure shows the progress of verification,

Verification progress in the status bar

while the next figure shows the reporting of a verification end:

Finiéhed!
e [ [ [ =

Verification end shown in the status bar

Note: The number of the rectangles shown in the verification progress bar is the same as the number of checks to run. The
following list contains an explanation for the items which appear in the verification progress bar:
o The red cross: the button to stop verification
o Agreen rectangle: a successful check
o Ared rectangle: a failed check
o Agrey rectangle: a check which did not run yet
o Alight blue rectangle with a running circle: a check which currently runs
o Ablue rectangle: a failed check due to an internal error
o Avyellow rectangle: a skipped check

The following figure shows the "Verification Results" window after running the design model checks:

i 0 i
BB m:AlarmSystem - ASD:Suite ModelBu. =l (= IS
Verffication Results
Alarmsystem (completad) =A
[C:\My ...AlarmSystern Web\AlarmSystam. dm]

e e e e e J N O W
| Added time: 12 Aug @ 10:2 End time: 12 Aug @ 10:29 |C++ (9.1.0)
[ AlarmSystem
Modelling Error check v completed 14 <1lm
Livelock check v completed 14 <1m
Ceadlock check v completed 12 < 1m
|8 Sensor
Madellin o completed 11 <1m
Livelock v completed 11 <1m
Deadlock check v" completed 9 <1lm
[ Siren
Modellir v completed B <1m
Livelod v completed 3 =1m
Deadlock check + completed h o <1m
| AlarmSystem
ministic check v completed 36 <1m
ing E X failed 21 <1m
skipped
+  skipped
2 skipped
»  skipped

The "Verification Results" window

Double-clicking a failed check in the "Verification Results" window or clicking a red cell in the verification progress bar brings up
the failure related information in the "Visual Verification" window.

Note:

o When you see a message in the "Output Window" starting with the following text: "One of the models could not be verified due to
an internal error.", check that none of the causes mentioned in "Fixing model compilation errors" occurs, or contact Verum for support.

o Double-clicking a "failed" check while other checks are running, stops the verification and brings up the failure related information
in the "Visual Verification" window.

See "The "Visual Verification" window" for details about the information shown in the "Visual Verification" window.

http://community.verum.com/documentation/verific...d_user_interface/the_verification_results_window (1 of 2) [08/05/2014 14:05:28]



http://www.verum.com/
http://www.verum.com/product.aspx
http://www.verum.com/technology.aspx
http://community.verum.com/default.aspx
http://www.verum.com/training.aspx
http://www.verum.com/purchase.aspx
http://www.verum.com/company.aspx

ASD Suite Visual Verification Guide

4 Verum Software Tools BV All ri reserved

http://community.verum.com/documentation/verific...d_user_interface/the_verification_results_window (2 of 2) [08/05/2014 14:05:28]


http://community.verum.com/help/terms.aspx
http://www.verum.com/help/privacy-policy.aspx

ASD Suite Visual Verification Guide

Technology Resources Training Purchase Company

The "Visual Verification" window

The "Visual Verification" window shows verification failure related information. The information is shown in two tabs, the
"Sequence Diagram" tab and the "Advanced View" tab. Both tabs show information about the same failure but in a different
graphical representation.

The information provided in the "Visual Verification" window is the main input for fixing the encountered failures using
Interactive Visual Verification.

See "The "Sequence Diagram" tab" and "The "Advanced View" tab" for information about each tab individually .

See "Interpreting Verification Results" and "Fixing reported errors” for guidelines on how to identify and fix verification errors.
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verum® The "Sequence Diagram™ tab

The following figure shows the "Sequence Diagram" tab of the "Visual Verification" window for the failed check shown in The
"Verification Results" window and the verification progress bar:

Sequence Diagram | Advanced View |

4 6af aENEE itz R P

Internal

Senice Hefarances
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|1l Iyt SwitchOn|

| 2 15ersp Activate
T Lt

3: 1Senzor, DlGl =
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] 6. retum( k)

meystem SwitchOf]|

&:Irtamnal DetectedMovement

& [Zensgr . DetectedMoveme nJI‘

10 Sensli Deactivate

>

11 =enznor UoidReply:

12: raturn(MoidAsply

| |
i

WlarmSystem VoidRephyd _,

4 return{VoidReply |

egalaction parformed

The "Sequence Diagram" tab of the "Visual Verification" window showing a failure trace

Each vertical line in the sequence diagram is called a "lifeline”. It represents a component in the system. At the top of each lifeline is
a "lifeline header": a coloured box that shows the name of the component.

The sequence diagram shows event occurrences through time. Each event is shown as an arrow between two lifelines. Lifelines are
coloured to show thread activity: a red section on a lifeline means that a thread is active in the corresponding component; a dark
gray section on a lifeline means that the component is blocked on an operation.

The unblocking of the client thread is marked explicitely (see the events tagged "return” in the picture above). This illustrates that
the position of the reply event in the model is not always the moment when the thread of control returns to the client. See the
"ASD Runtime Guide" for details about threading and the ASD runtime semantics.

The following figure shows a list of navigation related actions for the "Sequence Diagram" tab, together with the associated
keyboard shortcuts, which allow you to easily locate the required information in the sequence diagram.

Sequence Dizgram i Advanced View |

A RS AENEE i 8RR

Intarmal
|\ Gotothe failure point Alt+G pvice References
u [3 Export Ctrl +Shift+ X 'wmcowsenscr_] [ £ Environment ]
= Print Alt+P [l
T Print life line headers an each page
db | Mirror view Alts M
= Show trace numbers Alt+N
+  Smart display Alt+5

Show icons Alt+0
@ Show ervironment Alt+U

Expand/Collapse Internal Alt+Z

Expand/Collapse Used Services Alt+X % Intban ol DetectedMovement
=+ Resetspacing Ctri+Home R R
Til  Comprass horizortally Ctri+Left e ]
fit  Stretch harizontally Ctrl+Right L pm
i=  Compress vertically Cti+Up s -
1= Stretch vertically Ctri+Down
B Toomin Ctil++
A Actual size Ctri+0
£ Zoom out Ctl+-
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|
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Navigation related actions in the "Sequence Diagram" tab
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The "Advanced View" tab

The following figure shows the "Advanced View" tab of the "Visual Verification" window for the failed check shown in The
"Verification Results" window and the verification progress bar:

The "Advanced View" tab of the "Visual Verification" window showing a failure trace

This window exposes the mathematics underlying ASD to provide advanced users with a different view on what is wrong with
their model.
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Interpreting verification results

The following sections provide a guideline to analyse verification errors using Interactive Visual Verification:
Visualizing in the SBS an event selected in the sequence diagram

Replaying a failure trace - forward and backward stepping and jumping

Displaying state and state variable related information

Displaying the content of the event queue

Note:

o The checks that fail are indicated by a red cross in the "Verification Results" window or by a red rectangle in the verification progress
bar.

o Double-clicking on a "failed" check in the "Verification Results" windows brings up a failure trace in the "Sequence Diagram" tab of
the "Visual Verification" window.
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Visualizing in the SBS an event selected in the sequence diagram

The following figure shows how you can see where a selected event in the sequence diagram appears in the SBS; in which state, in
which rule case, etc.

Single-clicking the event merely shows the current position in all SBS tabs. Double-clicking the event also brings the most

appropriate SBS tab to the front. Note that you can also single-click or double-click the warning icon to select the most likely location
of the error in your model.

Alternatively, use the Up and Down arrow keys to navigate through the sequence diagram. Use the Enter key to bring the most
appropriate SBS tab to the front.
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Location of a specified event in the SBS

For Interface Compliance Errors, two sequence diagrams are shown. The current trace position in the two sequence diagrams is

always synchronized. The left sequence diagram position is highlighted in orange in the SBS tabs, while the right sequence diagram
position is highlighted in red.
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Replaying a failure trace - forward and backward stepping and jumping

The main advantage of the Interactive Visual Verification is the possibility to "replay" the failure trace and see the sequence of
events and operations in the SBS. This provides enough information about why the sequence of events shown in the sequence
diagram leads to the reported error.

The replay of the sequence of events shown in the sequence diagram is supported by a set of forward, respectively backward,
stepping and jumping operations. These operations are available in each SBS tab. Most operations are NOT available in the
sequence diagram, because they are dependent on which SBS is selected.

The following figure shows the alternatives to initiate forward or backward stepping or jumping in the provided trace:
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Displaying state, state variable and data variable related information

You can hover with the mouse over a lifeline header that corresponds to a component or a used service in the sequence diagram.
This provokes green pop-ups that show the state changes on the lifeline (see next figure).

Sequence Diagram Advanced View

allsafE WEQERE iz AR P

Internal
3amice References

& Ciient & marmsystem 1= QuElE | [if | | ]

1t [&nrmEystem SwitchO)

K

Activating 7 Bansol Activate ol |

3: BansorOfE

5 WlarmSysie: =
' Activating
B returniDk} Activated_ldle
]

7 larmEyster Swrtch i

i [niemal Detected Movement|

i .Da(ec(eﬂlnmemengr

10: SeragrDeactivata

>
11 Sense wm:%

130 AdarmEyatem VoldRe| =1
| Activated_ldle

Deactivating

liegal acton performad

Highlighting the state changes for an ASD component

Hovering over the lifeline itself (as opposed to the header) displays the state in which the component is at the indicated point in
time, plus the current value of the state variables (see next figure).

Tip: Press the Ctrl key while hovering over a lifeline to "lock" the mouse onto the lifeline, making it easy to move up and down

the lifeline.
AlarmSystem [AlarmSystem.dm] = %
alarmsystam ] Data Variables | £ gendce Relerences o Implementad Serdce o Used Serces | 1 Type Defnitians ] i
8s States | — Statevalsbles | state Diagram
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5 SwitchOff Tlegal -
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Display current state and current value of state variables

Note: The values of the state variables and data variables are also shown in the watch window located at the bottom of the SBS
tab. This value always corresponds to the current position in the trace. When a value changes (because the current position in the
trace changes), the background of the value is highlighted in red.
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Displaying the content of the event queue

Hovering over the lifeline of the event Queue, the content of the event queue is shown in a box (see next figure). This is the content
of the queue at the time corresponding to the position of your mouse on the lifeline. Move the mouse up and down the lifeline to
see the queue contents change.

Tip: Press the Ctrl key while hovering over a lifeline to "lock™” the mouse onto the lifeline, making it easy to move up and down the
lifeline.
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Interface Event Guard Actions State Varlable Updates Target State *
23 [Betivated tdle
26 yster SwitchOn+ llegat - 3
(T AT 1] orDeactivate | &
o Ter tehOf L L 2 2 vatir
27 wite SwitchOff syt VidRe Deactivating
30 Windowse DetectedMovement ¥ Tnpged Activated_Tripped
i o o e = T CreatsTim N
| Deactivated legal
Actvated ||||°_|;<'Ii
33 & - Timeout legat * -
State Variablas Componert Queus (528 = 7]
Name Valus ltem
count 1 1 WindowSensorisensor NI DetectedMovement
=] m3ystem {AlarmSystem.dm) | Start Page '
Vistinl Verdicaian C++(9,1.0) - %
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Sequence Diagrm | Advanced Vieve |
4 = A7 [Alal= |

Senice Reterences

[ g | l;-‘anmsensolj |_ Endr:n'ne:\l]

(s DatactaiMovement

Displaying the content of the event queue

Note: The same content is shown in the watch window located at the bottom of the SBS tab. When the queue contents change, the
changed notifications are highlighted in red. Notifications that went out of the queue are shown striked-through before they are
removed from view.
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Fixing reported errors - Fixing modelling errors

Fixing "lllegal action performed"

This section provides a guideline to fix a modelling error caused by an illegal action. The following figure shows the failure
trace:

Internzl

Senvice References

i Client [ AlarmSystem [L-.-. Queus ] l:a'a"'!'.'\'inouwSensor] [ ErmrunmentJ

lalarmEyatzm SwitchOn

P

2 ISenzorOfd

4 return(0K

10: IzensorDeactivate

L

11: 1Sensor VoidReply:

|.betectedMovement|

A

llegalaction performad

Failure trace in the "Sequence Diagram" tab showing a trace with an illegal action

The following figure shows the rule case for the error reported in the previous figure:

Interface Event Guard Actions State Vanable Updates Target State

34 Deactivati
37 | IAlasmSysten SwitchOn+ llega =
3B LAjarmSyste SwitchOr llega
4l WindowSensoriSensor NI DetectedMovement lliega’ |
42 W WS ensor N Deactivated ItiarmSystem NESwitchedOFF NotActivated
43 WindowSensordSensar NI Activated Tleqa
44 TimerTTimen(B Timeout Tiega =
45 Activated Tripped
48 14 Syste SwitchOn+ llega

T =cCancelTimer,
48 1A 1 SwitchOF dowSensor:ISensor Deactivate: Dieactivating

tem VioidReply

52 DietectadMovement Tleaa N
53 NI Deactivated llega -
5 _HI| Activated llega -
33 2 T  CE Timeout e e Tunon Activated AlRrmiode

Rule case with the illegal action in the SBS

In this example, on line 41 in the SBS for the Alarm system it is specified that the "ISensorCB.DetectedMovement" is an illegal
behaviour. The presented trace shows the exact sequence of events.

In order to fix the reported error you have to specify a valid action for the trigger for which illegal behaviour is specified.

© 2014 Verum Software Tools BV All rights reserved

http://community.verum.com/documentation/verification_...guidelines/fix_errors/fix_modelling_errors/fix_illegal [08/05/2014 14:06:10]


http://www.verum.com/
http://www.verum.com/product.aspx
http://www.verum.com/technology.aspx
http://community.verum.com/default.aspx
http://www.verum.com/training.aspx
http://www.verum.com/purchase.aspx
http://www.verum.com/company.aspx
http://community.verum.com/docs/verification_guide/9.2.7/img/image034.png
http://community.verum.com/docs/verification_guide/9.2.7/img/image035.png
http://community.verum.com/help/terms.aspx
http://www.verum.com/help/privacy-policy.aspx

ASD Suite Visual Verification Guide

uct Technology Resources

Purchase Company

Fixing "State Invariant violated"

This section provides a guideline to fix a modelling error caused by a state invariant violation. The following figure shows the
failure trace:

Internal
Senice References

[ ._, Client J AlarmSystem [i\.t.'. WindowSensor

1zystem SwitchOn
=.- ']

2: [ZensorActivate

5: lalarmSystem OkE -

ate-dnvariant violated

Failure trace in the "Sequence Diagram" tab showing a trace with a state invariant violation
The following figure shows the rule case for the error reported in the previous figure:

| Actiatod Tdia count = 3

Interface Event Guard Actions Zrate \ariable Updates  Target State
12 Activating (synchronous return state)
13 Statelnvariant
14 Datalmanant -
17 WindewsensordSensor  |OK IAlarmsystern Ok count++ Activated_Idle

1B Sevisarisenss Faited Alarmaystem Failed MotActivated
23 Activated Idle

5 Datalnvariant -
26 [AlarmSy SwitchOn+ llegal H f
i : 5 or Deactivare PR
27 T SwitchOff \idReply Deactivating
n i Ditortadhoisant nsystem_N1Tipped; Brtreatad Trin
. [

Siate Vasiabias Companant Queus (sze = 7)

MName Value ftem

count 2

Rule case with specified invariant condition in the SBS

In this example you are shown that the invariant condition specified at line 24 in the SBS does not hold when entering the
state 'Activated_Idle'.

014 Verum Software Tools BV All rights reserved

http://community.verum.com/documentation/verification_...idelines/fix_errors/fix_modelling_errors/fix_invariant [08/05/2014 14:06:14]


http://www.verum.com/
http://www.verum.com/product.aspx
http://www.verum.com/technology.aspx
http://community.verum.com/default.aspx
http://www.verum.com/training.aspx
http://www.verum.com/purchase.aspx
http://www.verum.com/company.aspx
http://community.verum.com/docs/verification_guide/9.2.7/img/image036.png
http://community.verum.com/docs/verification_guide/9.2.7/img/image037.png
http://community.verum.com/help/terms.aspx
http://www.verum.com/help/privacy-policy.aspx

ASD Suite Visual Verification Guide

© 2014 Verum Softwal

uct Technology Resources Training Purchase

Fixing "Guard expression incomplete"

Company

This section provides a guideline to fix a modelling error caused by an incomplete guard expression. The following figure shows the

failure trace:

Internal
Senvice References

| WindowSensor

&3 Clignt

10 1ala

5 IAlarmSystem. Okl

—Guard-eXpressions incomplete

Failure trace in the "Sequence Diagram" tab showing a trace leading to an incomplete guard expression

The following figure shows the rule case for the error reported in the previous figure:

Activated Idie count = 2

Interface Evert Guard Actions State Variable Updates . Target State
17 SensorlSene 0K TAlarmSystam Ol Activated e
18 Wind =50 Failed TAlarmSysrem Failed NotActivated
23 Activated Idle
24 Statelvariant =
25 Datalnvariant
26 1Al SwitchOn+ Hiegal
27 LATanmSysterm SwitchOff s et e L Deactivating
| T VoidReply
30 ‘WindowSensoriSenso DetectedMovement Sl 'C';eaI;I'I?i':fi-'- oW Activated_Trp. !
31 ansorihensas Nl Deactivated Hlegal
32 Wind ansorinensar_l Activated Hlegal
‘ (T
State Variables Companent Queus [size = 7)
Name Value Ttem

count 1

Rule case with incomplete guard expression in the SBS

In this example you are shown that the guards on the rules case starting on line 27 does not cover every case that can actually occur

at runtime. The guard expression has evaluated to "false™ and so there is no enabled rule case for that trigger event.
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Fixing "Range error" or "Used Service Reference out-of-range”

This section provides a guideline to fix a modelling error caused by range violation. The following figure shows the failure trace:

Internal
Senice References

I Sensor

nsorActivate

sorORd _,
-

Used-Semvice R e put-of-range

Failure trace in the "Sequence Diagram" tab showing a trace leading to range violation

The following figure shows the rule case for the error reported in the previous figure:

Intesface Ewvera Guard Actions

State Variable Updates Target State Commemants 2
22 Activated lIdle

2 SwitenOn-+ din alreniy BBt
4 i = Deactivate
27 T | It 1 43 = - ¥
Z 5 SwitcnD! Viicegly | Deactivating
I e i Tipped : et renit - st i

30 hen Detecteabovement CreatTamanssEs Activated_Trpped 5 ferterter San w1
31 SensorT Deactivated Tlega
: i nisn .

State Varistiles Componert Gueue [sie = 7}

Name  Value Hem

WEEALOM <=

Rule case in the SBS where the range violation occurs

In this example the used service reference state variable, called svSensors, is empty in the state Activated_ldle, when the SwitchOff
event is received. The Deactivate action cannot be sent to an empty used service reference, hence the Out-of-range error.
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Fixing "Queue full"

This section provides guidelines to fix a queue full error. This error occurs when the component queue of the ASD component (if
present) turns out to be blocking, i.e. that the chosen size for the component queue is not big enough to handle all the
notifications between the ASD component and its used services. The following figure shows the failure trace:

Intamal
Senvice References

[_u, Clignt | WS AamSpsiom [_ Quaus J l.r Sansor | |_ Ervironmen
BiarmiSy SwitchOn
| SensarActvate 2]
Sensoi Ol
1

DetectedMovemant

DetectedMovement

Detectediovement

{erel DetectedMovement
'I gl - - e

1

Il DetectedMovement

N

—Gueuain

Failure trace in the "Sequence Diagram" tab showing a trace leading to a full queue

The following figure shows the rule case causing the error reported in the previous figure:

Interface Event Guard Actions State Variable Updates Target State
13 Deactivating
15 ISens Activate+ lllegal -
16 IS Deactivate lllegal -
18 Inte Deactivated 1Sensor_NLDeactivated Deactivated
19 Triggered
21 ISens Activate+ lllegal -
22 1 Deactivate 15ensorVoidReply Deactivating
23 Intel [DetectedMovement] [ISe15(-'_\I.DetectedMovement] Triggered

Rule case in the SBS where the queue overflow occurs

In this example you are informed that the Sensor component sends a large amount of "DetectedMovement" notifications filling up
the notification queue of the modelled component.

Note: The real cause of the problem is not in the SBS of the modelled component but in the service specification of the Sensor
component, in state Triggered, where an uncontrolled amount of notifications are sent to the modelled component.
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Fixing "Unexpected reply event"

This section provides guidelines to fix an "Unexpected reply event" error. This error occurs when a reply event appears in the trace
at an unexpected place, or it is the wrong reply event. For example, not a VoidReply for a Void Call Event or a reply event without a
call event. The following figure shows the failure trace:

Sensor

[._, Client J [:_‘:".'_: Sensor J [ Environment

Deactivate
Ll

rVoidRe p[y—’ii

&

7 Internal Deactivated

A

¥

A

ted reply event

Failure trace in the "Sequence Diagram" tab showing an unexpected reply event

The following figure shows the rule case causing the error reported in the previous figure:

Interface Event Guard Actions State Variable Updates  Target State
|1 Deactivated (initial state)
%3 Activaie+ 1SensonOk Activated
| 4 Deactivate Illegal -
|7
|8 Illegal
| Deactivate i5ensorVoidReply Deactivating
[DetectedMovement] [Sensar Nl DetectedMovement Triggered
|13 Deactivating
115 1Se Activate+ Tlegal
;16 I5 Deactivate Illegal -
%ls Intern: Deactivated |[ VU;.ERZ;;“LEG ]| Deactivaled

Rule case in the SBS where the unexpected reply is specified

In this example you are informed that a VoidReply reply event is sent when it is not expected since it arrived already.
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Fixing livelocks

This section provides guidelines to fix a livelock. The following figure shows the failure trace for the livelock in the "Visual
Verification" window:

Internal
Senice References

U Client @J AlarmSystem ._ " =] Sensor

I lalarmSystem SwitchOn

rhActivate

The "Visual Verification" window showing the infinite loop

The following figure shows the problem as specified in the SBS of the interface model:

Interface Ewent Guard Actions State Variable Updates Target Siate
1 MNotActivated (initial state)
il 5 SwitchCn+ dsensorActivate+ Activating
5 SwwrtcnOff Hlegal
a il DetectedMovement Tegal
| sensor_NI Deactivated Tilegal &
10 [Mimer B Timaout lllegal
11 Activating (synchronous return state)
16 SensorlSensol OK LAlarmEystem.Ok Activated Idle
17 SensorlSe |Failed | Sensor dSensorActivate+ Activating

Problem causing a livelock as specified in the SBS

In this example the livelock is caused by repeatedly trying to Activate the Sensor when activation fails. This 'loop" is not visible to
the outside world. For any client using this service it seems that the component stops working.
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Fixing deadlocks

This section provides guidelines to fix a deadlock. The following figure shows the failure trace in the "Sequence Diagram" tab of
the "Visual Verification" window:

Infemal
Semvica Referancas

e WindowSenaor

3. 15ens01_AP Deactivate
>

10 Sersnr_SF UnidReplE -

& returniio

A

Deadiock

Deadlock shown in the "Visual Verification" window
In this example the AlarmSystem and Sensor arrive in a state after SwitchOff and Deactivate where no progress can be made.
The following figure shows the problem as specified in the SBS:

SBS of AlarmSystem design model

Interface Event Guard Actions State Variable Updates Target State
o [Activated Idle
1Z: IAkermBGystem_ AP SwitchOn+ lliegal
1 System AP SwitchDff v — Deactivating
14 WSEnS: wi_CF DetectedMovement il hich C'IE!lTEI'I[I;;Z"I.'SSS} Activated_Tipped
15 WindowSersariSensor_CB Deactivated liegal
16 Timar{Timer Timeaut lilegal =
L7 |Deactivating
20 (Al AR SwitchOn+ Niegal
71 InlarmSystem AR SwitchOff litegal -
22 T or [E DetectedMovement NoOp Deactivating
23 el d nsel B Deactivated , i5ystemn_CH . SwitchedOrr MotActivaed
M Timeaut lregal =

SBS of Sensor interface model

Intertace Event Guard Actions State Vanable Updates  Target State
7 Activated
& I5 i AHL Activate lilegal -
101 APl Deactivate [Eensor AP VoidReply Deactivating
11 [Sensor INT Detected 5ensor_CE Detectediovement Triggered
12 T5ensor_iMNT [DeactivationComplete] Disabled
13 |Deactivating
15 or APT Activate Tlegal -
16 L Deactivate llegal -
17 1 Detected Disabled =
18 [Sensor INT [[DeactivationCompleie] [5ensar (B Deactivated Deactivated

Problem causing a deadlock as specified in the SBS

In the SBSs we can see that the AlarmSystem design is waiting for a Deactivated notification event, while the Sensor never sends
this event. In this specific case the Deactivated notification event is not sent by the Sensor because the triggering modelling event
DeactivationComplete is ‘optional’ (this is indicated by the square brackets around the modelling event), which means that it may
or may not occur. In this specific trace the modelling event never occurs, resulting in a deadlock situation. This can be resolve by
making the modelling event ‘inevitable' which means that given that nothing else happens, the modelling event will eventually
occur.

14 Verum Software Tools BV All rights reserved

http://community.verum.com/documentation/verification_...9.2.7/verification_guidelines/fix_errors/fix_deadlocks [08/05/2014 14:06:41]


http://www.verum.com/
http://www.verum.com/product.aspx
http://www.verum.com/technology.aspx
http://community.verum.com/default.aspx
http://www.verum.com/training.aspx
http://www.verum.com/purchase.aspx
http://www.verum.com/company.aspx
http://community.verum.com/docs/verification_guide/9.2.7/img/image045.png
http://community.verum.com/docs/verification_guide/9.2.7/img/image046.png
http://community.verum.com/docs/verification_guide/9.2.7/img/image046a.png
http://community.verum.com/help/terms.aspx
http://www.verum.com/help/privacy-policy.aspx

ASD Suite Visual Verification Guide

uct Technology Resources Purchase Company

Fixing non determinism

This section provides guidelines to fix non determinism. The following figure shows the failure trace for the non determinism in
the "Visual Verification" window:

Internal

L S Client | B EllAarmsysten =l Queue Sensor

& SenzcriSe DetectedMovement
7 NI Tripped)
& MmerCreateTimer
-
L
8. retur
-

stern. SwitchOff

rminism, multiple guards evaluate to true

The "Visual Verification" window showing the non determinism

The following figure shows the problem as specified in the SBS of the design model:

Interface Event Guard Actions State Variable Updates Target State
45 Activated Tripped
48 & Syste SwitchOn+ lilegal
wiCancelTimer
49 Lalarmsyst SwitchOff TimerRunning = nsonDeactivate;  TimerRBunning = false  Deactivating
1 WoidReply
=n Turnif
SO 14 i SwitchOiff [TimerRunning | il i Deactivate Deactivating
mMoidReply
53 Se x: DetectedMovement Nlegal
54 sensorisensor_Ni Deactivated Iegal =
55 Semsorlbensor NI Activated Dlegal -
56 TimesTTimerCR  Timeout TimerRunning = =n TurnOn TimerRunning = false Activated_Tripped

57 Time nertl  Timeout otherwise Diegal
Problem causing a non determinism as specified in the SBS

In this example the non determinism is caused by multiple guards evaluating to true after a sequence of events. This non
determinism is fixed when the guards are specified such that there is always exactly one guard that evaluates to "true".
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Fixing "Interface Compliance error"

This section provides guidelines to fix interface compliance errors. These errors occur when the design model does not implement
its interface model.

In case of an interface compliance error, it can have typically two main causes: it can be a “trace error” or a "refusals error":

o When the interface compliance error is a trace error, this does not mean: "The interface tries to do something which is not allowed
by the design”. Instead, it means: "The design does something that is not allowed by the interface". The corresponding text in the
sequence diagram is "Action not allowed".

o When the interface compliance error is a refusals error, this does not mean: “The interface tries to do something which is not
allowed by the design”. Instead, it means: "The design refuses to do something of which the interface says the design must be able
to do". The corresponding text in the sequence diagram is "Missing action".

Note that in this case, the last action in the sequence diagram of the interface is just one possible action that the interface model can
do and which is refused by the design; it is very possible that other actions are also allowed and are also refused by the design. In
one of the upcoming versions of the ASD:Suite we will show all possible actions that are allowed by the interface and that are
refused by the design rather than just one possible counter example.

The following figure shows the "Visual Verification" window with the failure trace:

Internal

Almspstam Senaca Rsferancn

[ iem | [ mmmemmen || | Enonment | [&  orem masem ] [l ousie | ([ semsor | ] [ Eveonment

|7 ieremel Swichedos)
|

Switeheckdr

Intertace Compante smor
misging Betion

"Sequence Diagram" tab for interface compliance error

In the previous figure you see the performed sequence of events until the interface compliance error is encountered. In the left
pane you can see the sequence of events as specified in the interface model, while in the right pane you see the sequence of events
as specified in the design model.

In this example you are informed that, according to the service specification, i.e. behaviour specified in the interface model, the
next visible event should be "IAlarmSystem_NI.SwitchedOff", in the "Deactivating" state. In the right pane of the previous figure
you see that this "IAlarmSystem_NI.SwitchedOff" does not occur in the "Deactivating”. Instead the design has already moved on to
the "NotActivated" state, and wants to process an "lAlarmSystem.SwitchOn" event. This is called an interface compliance error, i.e.
the design does not comply to its implemented service.

The following figure shows the situation as specified in the SBS of the interface model:

Interface Event Guard Actions Siate Variable Updates Target State
& Activated Idle
10 mEysten SwitchOn+ Tiegal
11 14 Sy SwitchOff L system. VoidReply Deactivating
13 Intema [AlarmTripped] 1 NLTripped Activated_AlarmMode
14 Deactivating
16 L1f SwitchOn+ lllegal -
17 1 SwertchOff lllegal -
19 1 SwitchedOff lAlarms m_MNISwitched Off MotActivated
20 Activated_AlarmMode
22 1Alan em SwitchOn+ lliegal
23 =m SwitchOff IAlarmSystem 1 VaidReply Deactivating

Behaviour specified in an interface model which causes interface compliance error

while the following figure shows the situation as specified in the SBS of the design model:

Interface Event Guard Actions State Variable Updates Target State
1 MNotActivated (initial state)
4 [AlanmSyste [SwitchOns | sensorSensorActivates Activating
12 Activating (synchronous return state)
17 Senso oK Activated Idle
18 g Failed NotActivated
23 Activated_ldle
27 [AlarmSystem SwitchOff SensariSenso: Deactivate Deactivating
30 SensorlSensor Nl DetectedMovement S’ ...I.(_re.'!a;rzl?uﬁfe‘_rr;i_,is:: Activated Tripped
34 Deactivating
41 SensorlSensor Ml DetectedMovement NoOp Deactivating
42 Sensor:Serso_N| Desctivated NotActivated

Behaviour specified in a design model which causes interface compliance error
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Fixing Data Variable errors

Reading invalid data variable

This section provides guidelines to fix a data variable error. The following figure shows the failure trace in the "Sequence Diagram
tab of the "Visual Verification" window:

Internal

L) oPc+n &  sSensors

I 15ensa_ il DetectedMavement)

o Client

12 Sensars Bensil_N DetectedMovement

13 MimzrCreateTimer

b 4

A

FReading Invaild data vanable TimeOuamaie

Data variable error shown in the "Visual Verification" window

In this example the data variable error is caused by the fact that the data variable ‘'TimeOutValue' is invalid when it is used as an
[in] parameter on event.

The following figure shows the problem as specified in the SBS:

Interface Event Guard Actions State Variahle Updates Target State
23 AlarmActivated
32 API Clear “FIVaidReply DigitCourt = 0 AlarmActivated
23 F Dt = =)+ heck IFual CheckDigit{< s+ DigitCourt-- EvaluatingDigit
36 S= sensol NI Detectedhovernent D e cCraateTimer (= = TimeOuiValue) Alarmlctivated
38 GensorelSensor NI asd Unsubscribed Mol Alanmbctivated
| 1l
State vaniabies Data variables Component Quede [s2e = 9}
Mame Value - Mame Statug . = [tem
AlarmOn false - TimeQutValue invalid Bl

Problem causing a data variable error as specified in the SBS
This may be resolved in various ways:
o Make sure that in case the TimeOutValue is received from a client or used component earlier in the design model trace, the value is
stored in the TimeOutValue data variable.

o Set the Auto-initialise property in the data variable declaration tab to 'Yes' (only if also at runtime the data variable is initialised
upon construction)

o Explicitly Initialise the data variable with an Initialise(><TimeOutValue) event earlier in the trace

o Make sure the data variable is not Auto-invalidated unintendedly and that it is not explicitly Invalidated earlier in the trace
Note: When a data variable is used as an [out] (or [inout]) parameter on a trigger event on a client application interface, the point
at which the value of the data variable is read is at the point of the corresponding reply event. This can be several rule cases further

on in the trace. In case of an error with thisdata variable, the sequence diagram will show the error at the reply event, not at
the corresponding trigger event.

Data invariant violated
A data invariant error is shown in the failure trace as:

& Client : & Sensor Evaluate

| 2: Warm Switch Off

4

o [EvalEvaluateCode

10: Eval Wrong;

&

1 retu;r iWrong)

12: l&larm VoidReplyl

1% 1&larm_NICodelnvalid

.

a

Data Invariant violated

Data invariant error shown in the "Visual Verification" window

This data invariant error shows in the SBS as:
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dvCode  valid
dvTimneOut valid

Problem causing a data invariant error as specified in the SBS

Here the data variable dvCode is valid in the state Activated_ldle (as can be seen in the Watch-window), while the Datalnvariant in
this state specifies that it should be invalid. This can be resolved in various ways:

o Changing the data invariant
o explicitly invalidating the data variable in an earlier state
o setting the Auto-invalidate property for this data variable to true
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Fixing model compilation errors

When you see a message in the "Output Window" starting with the following text: "One of the models could not be verified due to
an internal error." you are experiencing a model compilation error.

These are the most common causes for model compilation errors:

1. Aninteger state variable is declared with a large range:

State Variable Type Constraint  Cardinality Initial Value
1 Counter Integer [0:100000] n/a 0

2

Integer state variable with extremely large range

Note: When updating models build with previous versions of the ASD:Suite the range of existing integer state variables, if not
specified, is set to [-2147483647:2147483647]. You are advised to review these ranges and set realistic values. This does not affect
your verification, i.e. if you were able to verify the model before updating you will be able to do so after the update too.

2. The "Size" specified for the "Event queue" and/or the "Yoking Threshold" is too large
r

Properties of AlarmSystem

General
Verification
> Code Generation

Event queue

Size: 25| 2

[ 0K ] | Cancel

Example of a large queue size

Notification Event | Yoking Threshold Comments
1 DetectedMovement()
2 Deactivated()
3

bnsor has detected movement

otification that Deactive has completed

Example of a large yoking threshold

3. Alarge amount of state variables

State Variable Type Constraint Cardinality - Initial Vatue
1 MAX_NR_OF SENSORS Integer | nfa E
2 MAAX_NRLOF_|EDS PER_SEMNSOR [ntager na 5
3 roOfsensorsMaced Irteger Wa a
4 amOfsensorsindexed Integer afa 0
5 afencoeslispected Intages a7 o
& nrOfsensorsicanned Intager nfa 0
7 ardfledsDetected Irteges nfa o
& adfledsinspected Integes ala @
9 miOflecsScamned Intager nfa o
ndexing Boolean na false
ecting Boolean nfa Talse
13 scanningsersor Boolean na taloe
13 aOflecProgressEvents Intager afa 0
14 WAX_NR_OF_PROGRESS_EVENTS Integer nfa 0
15 scanningled Boolean nfa false
16 nrdfsensorsRamaved Integer afa o
17 loginLevel Irteger E o
18 fogoutTimerEnabbed Boolean nfa false
19 dox ced Boolean na na false
20 segirfrocesure MyEnUmMType  nfa nfa UNKNOWN
21 docrlpen Boglean nfa afa falss
22 _emcaCount Integer 10:200 nfa a
23 servicetodefequest Boolaan nfa nfa falsa
24 softwareAvailable Boolzan nfa nla false

Example of using a large amount of state variables

The next step, after identifying the cause, is to take corrective measures. This may include reducing the number of state
variables, reducing the complexity of the model (possibly by splitting into multiple models), or, for the case noted above, control
the increase and decrease of the integer state variable so that the values remain always within the specified range.

In case this does not resolve your problem, please send the models to Verum Support, using the menu option File - Email DM+IMs,
for further analysis.
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Guidelines for reducing verification time

Verification phases in ASD

ASD carries out design verification in 3 distinct phases:

1. All needed models are sent to the ASD Server and translated to the corresponding mathematical models. This step is short and is
influenced only by the number and physical size of the models. It is not affected by the complexity of the models, the numbers of
states etc. and is short enough to be neglected.

2. The mathematical models are compiled. The result of this compilation is one or more models compiled for verification.

3. The models are verified by computing the result of the checks listed when the verification starts. This is the "real" verification phase.
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Limit the use of state variables

All possible values of the state variables in a model are represented as states in the compiled model for verification. It is principally
this reason why state variables in the ASD models are considered only during verification instead of also trying to analyse and
verify data computations in general; this would lead to way too many system states to check.

When compiling the mathematical model, the compilation time is proportional to the number of rule cases in the model plus the
effect of state variables in the potential state space increase. This time increases quite slowly with respect to the number of rule
cases but it increases much more quickly with respect to the number and ranges of state variables. This is because states are
created during compilation to reflect every possible combination of values of all state variables.

For example, a design model with 5 state variables of type Boolean potentially increases the number of states being verified by a
factor of 2s. If we add 5 integer state variables each with a range of 0:10, the total potential increase in the number of states is 25 *
11s. In addition to ordinary state variables, ASD features state variables of type Used Service Reference for manipulating sequences
of used services. Because these data types are sequences, their effect on the state space is greater than the effect of other types.
For example, a used service reference of cardinality 4, increases the state space by a factor proportional to the number of sequences
of cardinality 1, 2, 3 and 4 that can be constructed from the total population assigned to the variable.

When many states have been created to replace state variables, many of these states are unreachable because many of the
possible combinations of values never actually occur. These unreachable states are identified and removed before verification
starts and this of course adds to the time taken during compilation.

Considering all of the above it is recommended to follow the recommendations listed in the following list:

1. Use state variables sparingly and limit their range as much as possible.

2. Where values in different state variables are mutually exclusive, consider using an Enumeration type to cover all the mutually
exclusive combinations and eliminate state variables or reduce the ranges of those that remain.

3. After modifying an ASD model:
o Review all state variables and remove all those no longer referenced in any guard. State variables referenced only in a state variable
update expression or not referenced at all still lengthen the compilation process.
o Ensure all state variables are declared with their minimum ranges. An integer declared with a range of 0:10 and to which only values
1and 9 are assigned nevertheless lengthens the compilation phase. Replacing this with a range of 0:2 and thus using the
entire declared range is much more efficient and compiles much more quickly.

4. Use state variables of type Used Service Reference sparingly and ensure their cardinality is the minimum required for their purpose.
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Limit the use of unsolicited notification events

ASD allows the specification of two types of notification events on component interfaces: Solicited Notifications or
Unsolicited Notifications.

Solicited Notifications have the following properties:

1. They occur as a direct or indirect result of a client invoking an application event; they do not just spontaneously arise.
2. They occur a finite number of times (usually once) per client invocation of an application event.

In contrast, Unsolicited Notifications can spontaneously arise from the environment (used services) without any action being
required by the client to provoke them. Unsolicited notifications are said to be unconstrained if there is no limit in the models on
their occurrence. They are said to be constrained if the models from which they originate limit the number of occurrences to
some finite number.

Notification events have little effect on the compilation time of mathematical models but they can have a big effect on the time it
takes to verify a design. This is because every possible ordering of notification events in the component queue must be
considered during verification.

The component queue is represented in the mathematical model as a state machine whose state space is all possible orderings,
lengths and contents of the queue. As a consequence:

1. Solicited Notifications are extremely constrained by their nature and therefore add the fewest states to the component queue.

2. The effect of Constrained Unsolicited Notifications on the queue state space depends on how constrained they are. The more of them
that can occur without client interaction and the more places in the model in which these can occur, the bigger the increase in the
queue state space.

3. Unconstrained Unsolicited Notifications cause the biggest increase in the queue state space. The more states in the model where these
can occur, the bigger the impact. In practice, such events will have to be yoked to avoid flooding the queue and making it blocking. The
yoking threshold is not arbitrary; it should be a true reflection of the relative event arrival rates and service times and should reflect
the assumptions that must hold in the real world execution. Yoking will also help reduce verification time, both as a side effect of
leading to a reduced queue size and because it reduces the number of orderings the queue can contain.

Considering all of the above it is recommended to follow the recommendations listed in the following list:

1. Minimise asynchronous behaviour in designs. If there is no functional requirement for an asynchronous action, avoid it. This has a
bigger impact on the state space to be explored than any other single measure and thus on the verification time.
This is a worthy design goal irrespective as to whether or not ASD is being used. Asynchronous behaviour rapidly increases the state
space and thus the amount of testing required. Asynchronous behaviour makes testing greatly more difficult because of the
nondeterminism it introduces. Asynchronous designs are the most difficult designs to make correctly.

2. Minimise the use of unconstrained unsolicited notifications. If these originate from an interface model specifying an interface to a
foreign (non-ASD) component (as is frequently the case) then unconstrained notifications can be constrained by adding state variables
and guards to the interface model. This of course requires the designer to be able to reason that, for example, If each application
performs a given event twice, it is equivalent to performing the event any number of times greater than 2.

3. Modify designs from a "push™ model to a "pull" model. The Observer/Publisher feature of the ASD:Suite and the Singleton Event
feature provide an easy means for changing to a "pull" model.

4. Modify designs to "flow control" the events by a handshake. This solution should be taken if it is possible that the arrival rates of
notification events at runtime could overwhelm the system.

5. Where several different notifications have the same behavioural effect, consider combining them into a single notification event and
use a data parameter to discriminate between them.

6. Keep the specified queue size to the necessary minimum.
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Apply the Hierarchical Controller Pattern

Complexity is a combinatorial game; increasing complexity increases verification time. Complexity in verification is about the number
of states and execution traces that have to be explored; this sometimes conflicts with how an experienced software engineer will
view the same design. A design that might seem straightforward to an experienced human can nevertheless result in a model with

a very large state space to be explored.

When a component becomes very complex, it is frequently (but not always) a symptom of inappropriate abstraction. Partitioning
a complex component into a number of simpler components also partitions the state space and will result in several small
verifications instead of one, possibly very long one.

Consider an industrial visual inspection system that receives manufactured parts and inspects them with one or two

cameras (depending on configuration and type of inspection run), rejecting parts that are defective. Parts arrive on a conveyor and
are picked up by a robot, held in the field of view of the cameras, inspected and then returned to the conveyor or dropped into
arejection bin.

A Supervisory Controller for such a system must receive signals from the conveyor announcing the arrival of parts to be inspected,
it must control the robot, the cameras, the light sources and cater for being starved (no parts to inspect) or blocked (the robot
cannot unload the current part because the next machine in the line is not ready to receive it). There are a number of approaches
that could be taken:

1. The controller could be implemented as a single component directly controlling 2 conveyers,, one robot, two cameras, four
light sources, together with their associated input and status signals. Such a controller will be very complex and fragile; any change
to the externally visible behaviour of the conveyers, cameras, robot, or light sources will result in changes to the controller.
The following figure shows the component diagram for such a system:
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Component diagram for industrial visual inspection system - initial thoughts

2. We could apply abstraction and hierarchical control principles as follows:

o The robot, two conveyors and associated signals could be combined into an abstraction called "Handler" that takes care of all
coordination between the robot and conveyors and handles all the associated input signals. The Handler component performs all
control actions and offers a simpler interface to the Supervisory Controller. All interactions between the robots and the conveyors are
no longer visible to or handled by the Supervisory Controller.

o Combine one camera and two light sources together to form an abstraction called "Image Channel" that takes care of all actions
needed to acquire images, reset CCDs between images, control integration time, cycle the strobe lights used as light sources and
synchronise exposure with strobes. The Image Channel component performs all actions specific to the camera and its strobe lights. Its
interface to the Supervisory Controller will be smaller and more abstract, leading to less complexity in the Supervisory Controller itself.

o The Supervisory Controller in such a system now has to control one Handler and one or two Image Channels. Such a design is also
more robust in the face of change; changes to the details of the camera interfaces and configuration of strobe lights, for example, no
longer require changes to the Supervisory Controller. The following figure shows the component diagram for the industrial visual
inspection system after the above mentioned abstraction(s):

| sepmriarsrtroterim |
| )

‘ SuperaseryContradar tim

(" imageChannel 2

|' Handier
il i) (iwagCrannsl av |
Handier ImageChanns 1 ImageChanne! 2
{Handter, dm) (ImageChasiet dim {magaChannal om
(" Comveport Convwiryerd (" Roest ] | Camara1 | [ Sheoal | (| Eweoed (" Camaraz_ | (" smoaz | |~ Swooed
{Canyeyorim) ! |Cm.c\-:». im| | | (Rabotim) | (Cameraim] | | (Strabeim) | {Gtrche. im) | {Cameraim; (Strobaim) | | (Stmbe.im|
Coniort, | || converies Hcbol Camera? Sirote1 Swobes | Camenz | smmes Sibes
(Commmrdn) || (Corvayordm) [Reckoot e (A i (Sirate | o dim) | e iy
| | |

Component diagram for industrial visual inspection system - abstraction - first phase

o We may further refine this abstraction by introducing an “Imaging Device" as an abstraction between the Supervisory Controller and
the two Imaging Channels. This Imaging Device abstraction presents a device controlling one or two Imaging Channels and handles all
coordination between them, further reducing the complexity of the Supervisory Controller. It localises implementation knowledge as
to how the two Imaging Channels are realised and whether or not they are both present. The following figure shows the component
diagram after this refinement:
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This leads to reduced verification because the Handler, Imaging Device, Image Channels and Supervisory Controller can now be
verified independently.
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